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The State of MCP

The Major Labs Trust Index for the MCP ecosystem sits at 38 out of 100. The code is
passable; identity and supply chain are not. More than a third of the maintained core ships a
risky code pattern, a quarter touch sensitive data with no authentication, and three quarters
carry a known-vulnerable dependency. This is a firsthand, open, read-only read of where
MCP actually stands.
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Snapshot, June 18, 2026. Every figure is firsthand and checkable at majorlabs.co/security, refreshed weekly.

Finding 1 — The population is inflated by an order of magnitude

Across three registries we find 44,347 distinct servers advertised, plus 2,274 remote-only hosted servers
with no public repo. We deep-scanned 2,553 firsthand and found roughly 1,934 genuinely evaluable:
maintained, documented, and not abandoned. That is a 23x gap between advertised and real.

The gap between advertised and evaluable is not a footnote. It is the finding.

Finding 2 — Adoption is brutally concentrated

Listings count what exists; downloads count what people run. We track 66.7M monthly downloads (61.4M
across 4,653 npm packages, 5.3M on PyPl), and the distribution is top-heavy to the point of distortion.

@ aywri ght/ ncp 21.2M/mo
chr ome- devt ool s- ncp 10.2M / mo
firebase-tools 8.0M/ mo
@ipst ash/ cont ext 7- ntp 49M/ mo
@t or ybook/ addon- ntp 4.8M/ mo

A handful of vendor-backed servers carry most of the volume; thousands of community servers see almost
none. Counts include CI, mirrors, and bots, so read them as an upper bound.

Finding 3 — Code safety: a third ship a risky pattern



We ran a static, read-only read of the source for the evaluable core. We never connect to, run, install, or
probe a server. Of 1,934 scored, 36% (689) ship at least one risky pattern. SSRF surface dominates at
32% (618 servers): an outbound request built from a model-supplied argument with no allow-list, the
canonical way an agent gets steered at an internal endpoint. By surface tier: 51 High, 638 Elevated, 1,245
Low.

Finding 4 — The identity gap: sensitive data, no front door

Of 1,871 servers scored for identity, 25% (474) handle sensitive data (credentials, tokens, personal or
financial fields) while exposing no authentication or authorization layer of their own. The protocol moved
the data; it did not move the front door. This is the layer agentic commerce keeps running into: connection
is solved, proof that the human authorized the action is not.

Translation between protocols is not the same as proving who approved the spend.

Finding 5 — Supply chain: three in four ship a known-vulnerable
dependency

Of 1,377 servers with a resolvable dependency tree, 75% (1,036) ship at least one dependency with a
known CVE. MCP servers inherit the npm and PyPI supply chain wholesale, and most have not patched it.

The Trust Index

We roll the three pillars into one weekly score on a 0 to 100 scale, higher is safer. The composite sits at
38: Code Safety 64.4, Identity 24.6, Supply Chain 24.8. Code is the one passable pillar. Identity and
supply chain are where the ecosystem is weakest, and they are the two that matter most the moment an
agent touches money. The series is tracked weekly and cannot be backfilled.

What it means

For builders: the registry count is noise. Filter to the maintained core, read the source, and do not wire a
payment credential into a server you have not looked at. For the agentic web: the protocol shipped fast;
the safety layer did not. Identity, mandates, budgets, and provenance are absent by default. That gap is
exactly what Major Labs builds open-source primitives for, and it is the layer any agentic commerce stack
has to own.

Method: three registry sources deduped (official, Glama, Smithery) plus our GitHub deep-scan, read-only throughout;
security, identity, and supply-chain sweeps static and heuristic over the maintained core. Findings favour precision over
recall, so every figure is a lower bound. Per-repo findings are held for coordinated disclosure to maintainers. Full methodology
and the open-source scanner: majorlabs.co/security and github.com/major-matters/mcp-scanner.

Major Labs builds open-source primitives for the agentic web: IdentityKit (who), MandateKit (may), BudgetGuard (spends),
WitnessKit (did). Major Labs is an independent research studio; no Mastercard data is used. Cite: Major Labs (2026). The
State of MCP, June update. majorlabs.co/reports.



